A short overview of robotics and the impacts of
cyber security in this field. *
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Abstract—Robotics is an indispensable part of our modern
world. In this paper we go over the state of the art in robotics and
highlight the importance of cybersecurity in the field of robotics.
We also present our progress in the 11" European Conference
on Educational Robotics (ECER) competition.

Index Terms—robotics, cyber-security

I. INTRODUCTION

The state of the art of robotics is constantly changing and is
influenced by advances in various areas like sensors, artificial
intelligence and robotics hardware [1]. The following topics
are some of the developments and technologies making up the
state of the art in robotics at the moment:

o Sensors: Sensor technology have enabled robots to un-
derstand and respond to their surroundings. Cameras,
ultrasound, infrared and lidar systems are often used in
robots today.

o Artificial Intelligence (AI): Advances in Al have enabled
robots to make complex decisions and intelligently ana-
lyze their surroundings. The application of deep learning
and machine learning has expanded the capabilities of
robots.

« Robotic Hardware: The robotic hardware might robots
give the necessary possibility to move faster, more pre-
cisely, and with more endurance. Examples of Robotic
Hardware are advanced drive systems, flexible robotic
arms and powerful sensors.

e Autonomous Robots: Autonomous robots are able to
independently explore their environment and react to
complex situations without human control. They can be
used in many applications like logistics and inspection.
Moreover, the state of the art in robotics has improved
significantly in last years and there are many auspicious
developments and applications that will further strengthen
the role of robots in various industries and fields.

II. CYBER SECURITY

Cybersecurity plays a very important aspect for our tech-
nology which is becoming increasingly important in our world
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today [2]. With the advent of robotics, it is necessary to think
about how to integrate and improve cybersecurity into this
technology to protect it from cyberattacks.

At the interface of robotics and cyber security, the focus
is on developing strategies to prevent cyber attacks on robot
systems. These attacks can be end in fatal consequences.

One of the biggest challenges for cybersecurity in robotics is
the complexity, of the individual components of the robot. This
will require a coordinated approach when computer security
features need to be improved. Robots are made up of multiple
components, each with their own unique vulnerabilities.

Another challenge for the use of robots is the lack of
cybersecurity awareness among robotics engineers and devel-
opers. Many of them are focusing on creating functionality
and may not think a lot about cybersecurity while developing
robotic systems. This makes robotic systems more vulnerable
for cyberattacks.

To solve these challenges, cybersecurity experts and robotics
developers are working together for developing comprehensive
cybersecurity strategies which can protect robotic systems
from cyberattacks. These strategies could prevent data scram-
bling, implementation of secure communication protocols, and
software updates.

It is clearly that there is a need of how to develop more
secure robotic hardware and software that can prevent most
of the cyberattacks. Hardware security solutions can also
help protect against possible cyber-attacks. Likewise, software
security solutions can help prevent unauthorized access to
robotic systems.

Overall, the interface between robotics and cybersecurity
is an important area that requires increased attention from
both robotics developers and cybersecurity professionals. For
a better robotic developing, it will need more benefits of
robotic technology which are not outweighed by the risks of
cyberattacks.



III. OUR PROGRESS

In the first lesson, we made a rough classification of who
deals with which topics with the robot and who must take on
which tasks. We split into groups of 2 and started researching
and testing various functions of the robot. A group has
assembled parts that are necessary for the robot’s functions
and tested them for correct function. Other groups have written
programs with the already assembled robots from the ECER
event in January. Another group was commissioned to create
a library for the basic functions of the robot. This is used for
the programs written in the future, so that the basic functions,
such as driving straight ahead and driving around curves, do
not always have to be reprogrammed. After that, the given
tasks were started, such as optimizing the line follower or
the task where the robot hits the wall. A very special task
has already been tackled, namely the recognition, alignment
and gripping of an object with a specific color by the camera
was programmed and tested. First, the robot finds the largest
significant object in the color and aligns itself with it. After
that he prepares the grapple and moves the range sensor up to
close to the grapple and then picks it up.
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